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Mobile devices gaining importance in probes

Whether a case centres on 
employee theft, insurance 

fraud, intellectual property theft 
or a range of other matters, cell 
phones and other mobile devices 
can contain “relevant informa-
tion that shouldn’t be ignored,” 
says Chuck Rothman, director of 
e-discovery services for Wortz-
man Professional Corporation.

“Information on phones can be 
very different than what may be 
on computers and typical sources 
of e-discovery exercises,” espe-
cially when it comes to apps, 
says Danny Garwood, senior dir-
ector of forensic technology and 

e-discovery for KPMG LLP.
That information ranges from 

the ubiquitous (like call and 
instant message logs, contact 
lists) to the esoteric (like fitness 
tracking and other aspects of the 
“quantified self ”).

“There are so many channels for 
voice calls on modern devices. We 
can use iMessage, Facebook Mes-
senger, Skype, WhatsApp, WeChat,” 
in addition to embedded phone 
and text apps, notes Kevin Lo, 
managing director of Froese Foren-
sic Partners Ltd.

Garwood doesn’t typically find 
work documents on phones, 
though people do use tablets to 
work with them.

Pictures and videos can also 
interest parties in a legal matter. 

“People may take pictures of a 
whiteboard instead of taking notes,” 
Garwood offers.

Today’s technology makes intel-
lectual property theft easier than 
ever before.

“The camera is such a good 
quasi-scanner, it makes photos 
look almost like photocopies of 
documents,” while various apps 
perform optical character recog-
nition (OCR) on those docu-
ments, Lo says.

Geotagging and other types of 
location data can also prove useful.

“Certain phones track which 
cell phone towers they connect 

to, and when,” Garwood explains. 
“If you want to figure out where 
somebody was at a particular 
time, the cell phone might be a 
good place to look.”

Rothman notes many people use 
smartphones as pedometers. They 
also pair their phones to wearables 
that perform that function. He 
recalls a personal injury case in 
British Columbia that involved a 
Fitbit. (Technical note: Fitbit 
devices wirelessly synchronize 
activity data to phones or comput-
ers, which in turn upload the data 
to a cloud account.)

A personal trainer who was 
injured wanted to show she couldn’t 
work out like she did previously. 

“They took her Fitbit data (before 
and after the injury) to prove that,” 
he says. “In a personal injury case, if 
somebody walked ten miles every 
day and then after an accident they 
walked much less, and they used 
phones to track distance, that infor-
mation could be relevant.”

Garwood advises people start the 
preservation process quickly by 
simply turning the device off and 
removing the battery if possible.

The next step involves creating 
one “master” copy of everything on 
a phone and performing e-discov-
ery on duplicates.

Garwood has used several differ-
ent methods to create a master 
copy of the contents of a phone. 

“Each type of device differs in 
terms of what’s possible,” he says. 

He finds it easier to perform 
e-discovery on older, simpler types 
of phones, like flip phones, while 
newer phones can prove more chal-
lenging. A full capture can take 
anywhere from ten minutes to 
three hours.

“It depends on the device, the 
amount of storage available on the 
device, whether there’s an addi-
tional storage card on the phone,” 
Garwood explains.

Lo adds that “there are secondary 
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If you want to figure 
out where somebody 
was at a particular 
time, the cell phone 
might be a good place 
to look.

Danny Garwood
KPMG LLP
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Data: Phone text history could go back years

storage spaces in the cloud that are 
tightly associated with that phone,” 
that complicate things, and he lists 
services like Dropbox, OneDrive 
and Evernote.

“Certain platforms don’t keep 
data locally. The physical storage 
on a mobile phone is almost mean-
ingless because so much more 
could be going on elsewhere.”

This fact works in Rothman’s 
favour since he likes to get data 
from other places and not ask for 
phones. He relates a recent discov-
ery engagement involving about 30 
BlackBerries to explain why.

People who had to surrender 
their phones knew he was there 
that day, but getting them to line 
up for their data was “a challenge,” 
he recalls.

“Several people showed visible 
withdrawal symptoms. They’d 
come in after ten minutes and say 
‘Are you done?’”

“We always try to return phones 
as quickly as possible,” Garwood 
concurs. “People feel naked if they 
don’t have a phone.”

Regardless, certain types of data, 
like instant messages, are best 
acquired from the phone.

“I find that people are not that 
concerned about their privacy,” 
Rothman notes. “They never delete 
their text message history. Usually 

there’s a good history of text mes-
sages on phones going back weeks, 
months, even years if you’re lucky.”

As with other types of documents, 
having the original picture or video 
file matters. For instance, Photo-
shop could be used to adjust the 
lighting of a picture. 

“You want the original source file 
from the phone to check the meta-
data, to see if the picture has been 
doctored,” Lo explains.

Encryption can be so good out of 
the box that a phone is impossible 
to “crack.” Extracting the informa-
tion isn’t necessarily difficult if 
people performing e-discovery 
know usernames and passwords.

“If everybody turned on their pri-
vacy settings, there would be a lot 
less information to collect,” Roth-
man wryly notes.

People commonly co-mingle 
company and personal data, like 
emails and photos, on a given 
device. E-discovery processes 
harvest both.

“There are ways to separate it 
out,” Rothman says.

He notes some mobile devices 
enable the creation of two separate 
spaces on some mobile devices.

“Most organizations haven’t 
implemented this type of split,” he 

adds. Bring-your-on-device 
(BYOD) policies don’t always 
address this issue.

Lo says merely finding the right 
device when people carry multiple 
devices (e.g. company-assigned 
and personal) can mean “we need 
to do detective work to find out 
how many devices are involved.”

Phones may be the most obvious 
devices to demand during discov-
ery, but ever more types of mobile 
devices, like tablets and smart 
watches, may hold relevant data.

Even cars may start to matter. 
They contain global position sys-
tem (GPS) logs, engine activity 
logs, even (in some cases) the abil-
ity to download trip logs in spread-
sheet format (to enter data in 
expense reports.)

“When you do e-discovery or 
digital forensics, it’s no longer 
enough to get one device,” Lo 
says. “Sometimes we need mul-
tiple devices.”
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When you do 
e-discovery or digital 
forensics, it’s no longer 
enough to get one 
device. Sometimes we 
need multiple devices.

Kevin Lo
Froese Forensic Partners Ltd

A rewarding career opportunity in a fast-paced environment with 
an employer that understands the importance of work/life balance 
and that offers competitive income and À exible bene¿ ts. You will be 
part of the growing Toronto of¿ ce of a global leader in commercial 
insurance with of¿ ces in more than 60 countries. 

Staff Legal Managing Lawyer
The Staff Legal Managing Lawyer is responsible for managing a Staff Legal Of¿ ce 

which includes a large volume of active litigation, including complex trial work. This 

role will be accountable in representing Zurich and its insureds in all phases of 

the defence litigation process, including discovery, mediation, pre-trial and trial. 

Caseloads will include a variety of complex and large exposure cases, including 

motor vehicle and general liability, and may also include construction litigation and 

professional negligence cases. This role will lead, develop and support a team of 

senior and junior lawyers and law clerks.

Candidates must be in good standing with the Law Society of Upper Canada, have 

extensive litigation experience, including ¿ rst chair trial work and also must have 5 

or more years of experience in managing a team of people.  Candidates must have 

substantive and procedural expertise, effective negotiation skills, and trial expertise.  

They must also have a demonstrable ability to manage a law ¿ rm operationally.  

Computer acuity is a must as is adaptability to an e-of¿ ce environment.

Please apply online in the “Careers” tab of www.zurichcanada.com.

Apply to job ID# 160002A0.

Whaley Estate Litigation, a Toronto-based law ¿ rm, which offers clients expertise 
in the Estate Litigation context is seeking a Senior Litigator to join its legal team. 

The position would be suitable for a senior lawyer with litigation experience that 
includes advice and representation in complex litigation, guardianships, mental 
health and elder law. Experience in the Superior Court of Justice is essential.

Skills: Capable of working independently and have carriage of ¿ les; able to 
organize and prioritize numerous tasks and complete on schedule. Experience 
in the Courtroom. The individual will also be responsible for writing analyses of 
decisions and legislations; and written materials for presentation at conferences.

Mandatory: Membership in the Law Society of Upper Canada
Location: 600 – 45 St. Clair Avenue West, Toronto, ON M4V 1K9
Salary: Commensurate with Legal Experience

Interested candidates should forward CV, cover letter and references in strict 
con¿ dence to Kimberly A. Whaley via email to: kim@whaleylawyers.com by 
April 15, 2016.

SENIOR LITIGATOR 

The Canada Post Group of Companies includes Canada Post and its 
subsidiaries Purolator Courier Ltd., SCI Group Inc. and Innovapost Inc., which 
work in an increasingly integrated way providing a full range of delivery, logistics 
and fulfillment services to customers across this country and abroad. With 
approximately 65,000 employees, the Canada Post Group of Companies is one of 
Canada’s largest employers. 

Canada Post is transforming at a rapid pace – out of necessity and because 
opportunity beckons. An historic shift is underway in the needs of Canadians for 
postal services. At the same time, Canada Post has a mandate to be financially  
self-sufficient: its operating revenue comes from the sale of its products and 
services, not taxpayer dollars. The strategy includes a multi-year action plan to meet 
Canadians’ evolving postal needs in the digital age while achieving sustainability.

To support this transformation, Canada Post has identified a need to recruit 
a highly talented and experienced lawyer to lead its Legal Affairs organization and 
to provide strategic and tactical advice to the Senior Leadership Team and Canada 
Post’s Board of Directors. Reporting to the President and CEO, the General Counsel 
determines the organization’s legal position and interests, oversees Canada Post’s 
legal defense and provides counsel on legal matters to Canada Post, its subsidiaries, 
and the Board of Directors.

As the ideal candidate, you will be experienced in corporate and commercial 
law and/or labour and employment law within a unionized setting. Your track record 
of success as a General Counsel or Associate General Counsel in an organization 
with parallels to Canada Post sets you apart. Alternatively, you may have experience 
as a senior lawyer in private practice with a demonstrated background in a 
leadership role. You have substantial experience leading, motivating and developing 
highly skilled professionals as well as managing financial resources in a changing, 
transformational environment. An articulate communicator, you excel at providing 
strategic, commercially minded and risk appropriate advice and guidance to senior 
management. Bilingualism is an asset.

For further information on this opportunity, please contact Kevin Gormely 
(kgormely@boyden.com), Alan Gordon (agordon@boyden.com) or  
Ron Robertson (rrobertson@boyden.com) of Boyden Global Executive Search. 
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