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Securing the gateway to confidential information

Luigi Benetton
Hi-Tech

P hones, tablets and notebook comput-
ers help lawyers be more productive,
since they connect to the law firm net-
work when the lawyer is out of the office.
They also represent an information secur-
ity risk because they connect to the law
firm network while the device is out of the
office. Compromise the device, comprom-
ise the network it connects to and com-
promise the data on that network.

That's why law firms need policies that
govern mobile device usage and must find
ways to help staff comply with those poli-
cies.

Drafting a mobile device policy is a com-
plex practice. Dominic Jaar hasn’t seen a
policy yet that covers all the bases.

“You need the right people around the
table,” says Jaar, partner and national
leader in information management and
e-discovery for KPMG. “Most of the poli-
cies we see are either totally legal-oriented
or a pure IT approach.”

Mobile device policy can cover a wide
range of topics, including:

B Required authentication (e.g. password
usage) and other security controls;

B Ability to install software;

B Ability to download files to devices;

B Device encryption;

B Taking devices to other countries;

B Proper usage of mobile devices as Wi-Fi
hotspots;

B Proper usage of location-based services;
B Reimbursement of fees paid for usage of
personal devices for business.

Using his background in computer engin-
eering and influenced by his work with
technology clients, James Kosa wrote his
firm’s mobile device policy.

“A big part of my job is security, so I err on
the side of security,” says Kosa, who prac-
tises information technology and intellec-
tual property law. Perfect security via policy
“might not be worthwhile,” says the Deeth
Williams Wall partner whose 25-lawyer
firm handles requests case by case.

“Itisn’t yes or no, it’s a question of whether
we can secure the device,” he says, adding
that overly controlled devices might lead
to people “boycotting” them and using
other, unauthorized (and potentially
unsecure) devices to access the network.
(Everybody in his firm opts for a Black-
Berry on the job, though many carry
other devices for personal use.)

Chuck Rothman has helped draft mobile
device policies for clients and for his own
company. To his eyes, the policies are mostly
similar. Differences occur in details like
what types of devices are authorized (e.g.
BlackBerry, iPhone, Android, Windows)
and whether staff can use the camera.

“A manufacturing company demanded
the camera be disabled on phones to pre-
vent industrial espionage,” recalls Roth-
man, director of e-discovery services for
e-discovery and information governance
law firm Wortzmans.

Third-party applications could also pose
problems. Ensuring staff only obtain apps
from “authorized” app stores might mitigate
potential risks. “That’s the theory, anyway,”
Rothman quips.

Many policies are geared to phones, tab-
lets, and sometimes notebooks. They rarely
account for newer technologies like “wear-
ables” (e.g. Google Glass and various “smart-
watches” a la Galaxy Gear, Pebble and Apple
Watch) that may contain data independ-
ently of other devices. And thanks to the
blistering pace of technology innovation, it’s
a safe bet devices few people know about
may soon burst into law offices.

For these and other reasons, Rothman
advises firms review their policies annually
to ensure they’re up to date.

Ready for more policy wrinkles? Consider
the bring-your-own-device (BYOD) trend
where companies allow staff to access their
networks and data using personal devices.
The benefits can outweigh the costs for
“non-risk” businesses, including cost sav-
ings to the company and allowing staff to
use their preferred tools for work.

Jaar believes that any organization in a
“risk” business should provide all work
devices. Unsurprisingly, he considers the
practice of law a “risk” business and advo-
cates firms acquire full control over the
devices employees use on the job.

“Even pushing e-mail through a personal
device means you have a personal device that
contains confidential information,” he says.

Task: Challenge is to stay focused
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ing to other human beings in other con-
tinents.

“It’s not just hippie stuff about, ‘Oh,
let’s all hold hands and have a global vil-
lage,” said Griffin. “It’s just another way
of saying the world is one family.”

By embracing the spirit of Vasudhaiva
Kutumbakam, lawyers will be more com-
passionate and never lose sight of the
consequences of their actions.

Human rights lawyers, in particular,
might benefit from adopting the con-
cept, she said, because theyTre often
involved in strategic litigation and trying

to challenge or establish new laws.

Sometimes they get so wrapped up in
the litigation process that they lose sight
of who they’re representing, said Griffin.

“I've seen that so many times in my
work. Lawyers have to remember that
they should be serving human beings,
not setting legal precedents.”

While it’s not intentional, they focus
too much on righting a legal wrong and
lose track of the people who have been
harmed, said Griffin.

“What can happen is that we don’t act
in the best interests of those that we’re
trying to serve.”

Carefully chosen technologies can help
firms make compliance easier for lawyers.
For instance, the firm should be able to con-
nect devices to a mobile device manage-
ment (MDM) platform. From an MDM, IT
staff can do things like remotely track mis-
sing devices, wipe a device’s memory, push
operating system or application updates to
devices, and keep people from violating
mobile device policy.

“You need the same capabilities on mobile
devices that you have always had on PCs,”
Jaar says.

He also prefers devices that enable separ-
ate work and personal spaces. This entails
the separation of business from personal
e-mail, browsing, documents and other
data.

“If an employee leaves, you can wipe
corporate data from the employee’s per-
sonal device without touching personal
information,” Rothman adds. “Black-
Berry has already implemented this in
the operating system and I think Apple
and Android will do the same thing”
Should a device be lost, the employee can
ask IT to wipe the entire device.

All data traffic to and from a law firm’s
servers passes through the same gateway, so
security there can be strengthened.

“We monitor traffic through the firewall
and only allow authorized traffic in,” Kosa
says, noting that the firm has “whitelisted”
(i.e. authorized) applications like GoTo-
Meeting and certain desktop sharing tools.

Tools like MDMs and firewalls don’t sup-
plant the need for employee training. Staff
rarely understand mobile device policies
since they frequently aren’t taught why they
matter or how to follow them. “Even if you
have the perfect policy, if it only sits on the
Intranet, you may as well have no policy,”
Jaar says.

Since third-party apps are easy to install
and can cause issues, Jaar suggests teaching
staff how to search app terms and condi-
tions for keywords like download, upload,
confidential, personal, privacy, private, min-
ing, analytics, sell and transfer.

Reading text in areas where these key-
words appear can help lawyers avoid giving
developers the right to do things like upload
all contacts on a phone to developer servers
or look at a device’s contents.
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As an independent Officer of the Legislature, the Ontario Ombudsman sees his
role as “humanizing government”. In 2013-2014, his office handled some 27,000
complaints from the public about provincial government problems, through early
resolution and investigation. From increased newborn screening to enhanced
security of Ontario’s lotteries to access to cancer drugs, the Ombudsman’s work has
resulted in positive systemic change benefitting millions of Ontarians.

INVESTIGATOR

(1 Year Contract Position)

The investigation team investigates complex issues across a broad range of areas.
As part of this team, you will lead some investigative files and work as a team
member on others. You will be accountable for investigations from inception to
completion. That includes identifying issues, interviewing witnesses and gathering
and analyzing information, as well as writing clear and comprehensive reports. Your
work will lead directly to the development of the Ombudsman’s recommendations.

This opportunity will appeal to investigators who have experience dealing with
multi-faceted issues in an administrative /oversight investigation context and are
keen to belong to a world-class investigation team.

Successful candidates will have the following:
*  University degree (such as law, psychology, political science, public
administration) with a minimum of 2 years experience in investigations and/

+  Recent experience (within last 3 years) working in an oversight function

«  Demonstrated experience in developing and executing investigation plans

*  Well-developed research and analytical skills

. Experience preparing well-written, detailed reports

+  Working knowledge of provincial government organizations, boards and
agencies, as well as knowledge of the Ombudsman Act

«  Proven ability to interview individuals at all organizational levels, as well
as strong interpersonal skills, including the ability to manage and defuse

«  Committed to the application of administrative fairness and takes pride in the

This is a unique opportunity to join a dynamic, exciting work environment and be
part of a world-renowned office with a team of top public sector professionals.

Forward your application through our webportal at
https://lombudsman.on.ca/About-Us/Careers/Current-Opportunities.aspx.

Accommodation will be provided in accordance with the Ontario Human Rights
Code. All applications must be received by 5:00 pm on June 5, 2015.

Please Note: We thank all applicants for their interest. Only applicants selected for
an interview will be contacted. Moving expenses will not be paid.
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