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Ensuring smartphone security
1. KNOW WHERE your phone is at 

all times. While few people fret 
over losing simple cellphones, 
smartphones are another matter. 

2. PROGRAM A passcode that you 
must enter each time you want to 
use the phone. This measure 
prevents data loss to unscrupulous 
yet non-technical people who pick 
up your phone.

3. HAVE THE device lock itself after 
a set number of login tries (e.g. 
five) to prevent unlimited numbers 
of guesses at the passcode.

4. SET THE phone to lock itself after 
a period of inactivity (e.g. two 
minutes).

5. DON’T SAVE user names or 
passwords on your phone.

6. REGULARLY BACK up your 
smartphone by synchronizing it 
with your computer. Should you 
lose your phone, you can put your 
important information on a new 
phone in a matter of minutes using 
the backup on your computer.

7. KEEP YOUR Bluetooth and Wi-Fi 
connections off if you don’t need 
them. Aside from preventing 
attacks, keeping these connections 
deactivated prolongs battery life.

8. IF YOU need to use Bluetooth, 
turn the “discoverable” setting off 
unless you want to pair the phone 
with another device (like a 
headset). Once the devices are 
paired, turn “discoverable” off 
again.

9. IF YOU dispose of the phone, 
“wipe” it clean (i.e. take all your 
data off the phone) after you put 
your information on a new phone. 
Today’s smartphones let you do 
this right on the phone itself.

10. IF YOU lose the phone, “wipe” it 
remotely. Again, this capability is 
built into modern smartphones.

TO PROTECT your smartphone’s information — and safeguard your 
career — take some simple precautions:

Smartphone security tips

Take a good look at your mobile 
phone.

The thing you use to make calls 
on the go now does e-mail, chat, 
web surfing, takes pictures and 
voice recordings and lets you use 
practice management systems.

Legions of software develop-
ers and users alike use smart-
phones as platforms much like 
they use Microsoft’s Windows or 
Apple’s MacOS — as a means to 
an end, not just an end in 
itself — which makes modern 
phones harder to “lock down” 
than their predecessors.

“Losing today’s smartphone is 
like losing your laptop,” wrote 
Brett Burney, principal of Burney 
Consultants LLC, in an article for 
abanet.org. “There is a gold mine 
of sensitive and confidential infor-
mation on your phone that 
shouldn’t be allowed in the wrong 
hands.”

Steve Matthews, principal of 
Stem Legal Web Enterprises, 
raised a few eyebrows when he 
predicted in a blog post that “a 
law firm somewhere will declare 
smart phones to be a security 
risk, jamming transmission 
internally or banning usage from 
inside the firm.”

“The limb I was a referring to 
is law firms who overestimate 
security risks, especially when 
they fit another motive,” Mat-
thews explained. “In this case, I 
think the other motive is in-
house productivity. Many firms 
block access to online time wast-
ers, which simply routes employ-
ees to personal smartphones not 
under firm control.

“So my ‘limb’ was that we 
might see some law firm out 
there use it as an excuse to regain 
that internal control.”

Increasing discussion of smart-
phones, time wasters and all, has 
mainly been stoked by Apple Inc.’s 
iPhone, which has caught the eye 
of many a lawyer. Yet Sensei 
Enterprises, Inc. Vice President 
and Forensic Technologist John 
Simek insists the iPhone is riddled 
with security risks. He authored a 
paper entitled Why Lawyers 
Shouldn’t Use The iPhone: A Secu-
rity Nightmare that picked apart 

the iPhone’s security lacunae.
Among his criticisms: data 

encrypted on an iPhone can be 
decrypted by transferring it off the 
phone using an SSH connection 
replacing a passcode file on the 
phone with one that contains a 
blank passcode and removes the 
unlock code.

“The problem is inherent in the 
iPhone design and must be fixed 
by Apple,” Simek insists.

While nobody denies Simek’s 
charges, his article has earned 
rebuttals that centre largely 
around: the smartphone genie 
having long since escaped the bot-
tle; that no technology is 100 per-
cent secure; and that the security 
gaps on the iPhone require a not 
insignificant level of technical 
expertise (like SSH and passcode 
files) to exploit.

Matthews also de-emphasizes 
the passcode criticism. “Black-
Berry owners are equally deficient 
in not enabling smartphone pass-
words,” he says.

Dean Leung, Director of Infor-
mation Technology for Davis LLP, 
points out another counterargu-
ment — the risk inherent in smart-
phones relative to other things 
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lawyers use to store information.
“I’ve heard of breaches via smartphones,” 

Leung admits, “but they aren’t as severe as 
those from stolen notebooks.”

Thieves would most likely wipe 
iPhones to use themselves or sell them, 
Leung opines.

That said, Davis has standardized on 
BlackBerrys for several reasons, not the 
least of which is peace of mind. “BlackBerry 
devices are the most mature when it comes 
to security,” Leung says, noting that their 
maker, Research in Motion Ltd. (RIM) has 
been catering successfully to the business 
market for much longer than the competi-
tion. “Other smartphones are several gen-
erations behind in terms of security.”

“They’re pervasive in the U.S. govern-
ment,” Leung adds. “Even President 
(Barack) Obama carries a BlackBerry.”

Leung, who also serves on the Mobile, 
Remote and Wireless Peer Group Steering 

Committee for the International Legal Tech-
nology Association (ILTA), acknowledges 
other reasons for standardizing on one hand-
held. These include a more straightforward 
helpdesk workload and the applications all 
Davis lawyers have on their Berrys, like digital 
dictation, time and billing and a document 
management system client.

Carrying all these tools, plus e-mail, 
contacts, calendar and so forth in a shirt 
pocket or purse instead of a briefcase or 
roller bag, makes lawyers loathe to cede 
their smartphones.

That doesn’t stop them from grumbling 
about the hassles of keeping mobile 
devices secure, though. Leung under-
stands this. “It’s inconvenient to wear a 
seatbelt or to put a PIN number on an 
ATM card,” he says.

Yet lawyers need to accept their roles as 
the first line of information security for their 
firms. “Lawyers have an ethical obligation to 
educate themselves on how technology 
works,” Leung says. “It can’t be a black box 
anymore.” 
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The Ombudsman is an independent and impartial Offi cer of Ontario’s 

Legislature. The Ombudsman investigates the administrative conduct of 

provincial government organizations. The Ombudsman is also responsible 

for investigating complaints that the municipal open meetings law has been 

contravened.

INVESTIGATOR REF# 09/10-09

(Permanent Full Time and Temporary Full-Time)

The Ombudsman's Offi ce is currently seeking applicants for opportunities that are 

available for the position of Investigator. The requirements for this position are:

Education: University degree in a fi eld related to one of the following: law, social 

science political science, psychology or public administration or an equivalent 

combination of education, training and experience. 

Experience: Proven and demonstrated recent experience (within last three years) in 

administrative and similar investigations in an oversight function. 

Salary Range: $70,277 - $87,847 (effective April 1, 2010)

Please view full position details at www.ombudsman.on.ca 

Note: This is a unionized position. 

EARLY RESOLUTIONS OFFICER REF# 09/10-10

(Permanent Full Time and Temporary Full-Time)

The Ombudsman's Offi ce is currently seeking applicants for opportunities that are 

available for the position of Early Resolutions Offi cer. The requirements for this 

position are:

Education: Post secondary education in the social sciences or in a related fi eld or an 

acceptable combination of education and experience.

Experience: Minimum of 2 years of recent experience in providing intake, complaint 

handling and resolutions services along with referral information in an Ombudsman or 

similar type organization.

Salary Range: $60,526 - $75,658 (effective April 1, 2010)

Please view full position details at www.ombudsman.on.ca 

Note: This is a unionized position. New hires will be paid at the starting rate of $60,526

Interested candidates must submit their application outlining how their skills and 

abilities meet the requirements of the position, along with an up to date resume to:

Human Resources, Offi ce of the Ontario Ombudsman, 

483 Bay Street, Bell Trinity Square, 

10th Floor, South Tower, Toronto, Ontario M5G 2C9

Fax:  (416) 586-3400, Email: careers@ombudsman.on.ca

All applications must be received by March 5, 2010.

Please Note: Only applicants selected for interview will be contacted. 

Moving expenses will not be paid. 
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Ridout & Maybee LLP, Toronto Offi ce

We are looking for a motivated, dynamic patent lawyer, agent or trainee 
to join our team.
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handle challenging and rewarding assignments, but small enough to 
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Please send you resumes to recruiting@ridoutmaybee.com.
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The Offi ce of the Assembly is the administrative arm of the Legislative Assembly of Ontario. 
Our mandate is to provide non-partisan support services to all Members of Provincial Parliament.

Research Offi cer
Legislative Research Service

9 Month Contract/Secondment

The Legislative Research Service Branch of the Offi ce of the Legislative Assembly of 
Ontario seeks a dynamic, client-oriented individual with a background in health law, family 
law, and/or privacy law to join a multidisciplinary team of legal, public administration, 
social and other public policy analysts to provide high quality, confi dential, non-partisan 
research and analysis to Members of Provincial Parliament (MPPs) from all parties, 
legislative committees and senior staff of the Assembly. 

The successful candidate will have the demonstrated ability to quickly and thoroughly 
research and analyze complex public policy issues, prepare concise, well-written reports 
and deliver oral briefi ngs on a range of topics in a deadline-driven environment. You will 
also be a highly motivated self-starter with excellent interpersonal skills, the ability to 
work independently or in a team, and fl exibility and adaptability to serve a varied client 
group with changing priorities and deadlines. Sound judgment, tact and sensitivity to 
functioning in the political environment are essential to the position. Fluency in both oral 
and written French is an asset. 

To be considered for the position you will have an LLB/JD and be a licensee in good 
standing with the Law Society of Upper Canada. In addition, you will have superior 
knowledge of health law, family law, and/or privacy law; 2-5 years of related research and 
policy analysis experience; the ability to work in several fi elds of public policy; knowledge 
of the legislative process, Canadian and Ontario governmental structures and processes, 
and Ontario and federal politics; superior research and analytical abilities; excellent 
oral and written communication skills; the ability to work under pressure; and excellent 
computer skills. The salary range for this position is $72,710 - $92,694.

Please apply by sending your letter of interest and resume, quoting fi le LA-2010-07, 
no later than March 8, 2010. Please apply by e-mail to hr@ontla.ola.org. Attachments 
must be in MS Word (.doc), PDF (.pdf) or Rich Text (.rtf) format.

While we appreciate your interest in obtaining employment with the Legislative Assembly 
of Ontario, only those selected for an interview will be contacted. 

An Equal Opportunity Employer

Relentless in the pursuit of impartial, innovative and collaborative
support to Ontario’s parliament. 

www.ontla.on.ca
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